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TAGS: ASEC, CGEN, SNAR, CO 

SUBJECT: REQUEST FOR SECURITY ADVISORY SERVICES: COLOMBIAN 
VISAS, PASSPORTS AND OTHER TRAVEL DOCUMENTS 

1. GENERAL MATALLANA, CHIEF GOC DEPT OF ADMINISTRATIVE 
SECURITY (DAS), HAS REQUESTED USG ADVISORY ASSISTANCE 
IN IMPROVING SECURITY OF COLOMBIAN PASSPORTS, VISAS AND 
OTHER TRAVEL DOCUMENTS OFTEN FALSIFIED OR COUNTERFEITED, 
PARTICULARLY BY COLOMBIAN DRUG TRAFFICKERS. 

2. DAS, WHICH HAS RESPONSIBILITY FOR GOC IMMIGRATION AND 

FOREIGN TRAVEL CONTROLS, FACING INCREASINGLY SERIOUS 
PROBLEMS WITH SUCH FALSIFICATION AND COUNTERFEITING. 
DOCUMENTARY SECURITY PROBLEM IS CLOSELY RELATED TO NARCOTICS 
TRAFFICKING IN THAT MAJOR COLOMBIAN TRAFFICKERS OFTEN 
TRAVEL TO US AND OTHER COUNTRIES USING FALSE DOCUMENTS 
READILY OBTAINABLE HERE. AS DEPT AWARE, LOCAL COUNTER- 
FEITERS EQUALLY CAPABLE OF PRODUCING EXCELLENT COPY 
OF US VISAS AND COUNTERFOILS. 

3. AT PRESENT, DAS HAS AVAILABLE ALMOST NO SPECIALIZED 
OFFICERS AND NO SPECIALIZED EQUIPMENT FOR SPOTTING FALSE 
TRAVEL DOCUMENTS. EMBASSY CONSULAR SECTION HAS BEEN ABLE 
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COUNTERFEIT US VISAS, BUT WE LACK EXPERTISE GIVE SPECIALIZED 
ADVICE AND TRAINING NEEDED TO MOUNT WIDER DOCUMENTARY 
SECURITY OPERATIONS. 

4. ACTION REQUESTED. BECAUSE SUCH TECHNICAL ASSISTANCE 
IS IMPORTANT NOT ONLY IN TERMS OF MOUNTING COLOMBIAN VISA 
FRAUD, BUT ALSO IN CONNECTION WITH JOINT NARCOTICS CONTROL 
PROGRAMS, REQUEST DEPT CONSIDER MOST APPROPRIATE WAYS IN 
WHICH WE MIGHT BE RESPONSIVE TO GENERAL MATALLANA'S 
REQUEST WITHIN SHORTEST TIME FRAME. WE WOULD SUGGEST 
SENDING DOCUMENTARY SECURITY SPECIALIST TO BOGOTA FOR 
BRIEF TDY STUDY GOC TRAVEL DOCUMENT SECURITY PRACTICES AND 
ADVISE DAS ON WHAT IMPROVEMENTS MIGHT BE MADE. 

VARY 



LIMITED OFFICIAL USE 



NNN 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 06 JUL 2006 




Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 06 JUL 2006 



Message Attributes 



Automatic Decaptioning: X 
Capture Date: 01 JAN 1994 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 

Concepts: DRUG TRAFFIC, TECHNICAL ASSISTANCE, TRAVEL CONTROLS, COUNTERFEITING 

Control Number: n/a 
Copy: SINGLE 
Draft Date: 27 AUG 1975 
Decaption Date: 01 JAN 1960 
Decaption Note: 

Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Authority: GolinoFR 
Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 28 MAY 2004 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1975BOGOTA08217 

Document Source: CORE 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: N/A 

Errors: N/A 

Film Number: D750298-0935 
From: BOGOTA 
Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: linkl 975/newtext/tl 975081 1/aaaaaixa. tel 

Line Count: 75 

Locator: TEXT ON-LINE, ON MICROFILM 
Office: ACTION VO 

Original Classification: LIMITED OFFICIAL USE 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: LIMITED OFFICIAL USE 
Previous Handling Restrictions: n/a 
Reference: n/a 

Review Action: RELEASED, APPROVED 
Review Authority: GolinoFR 
Review Comment: n/a 
Review Content Flags: 

Review Date: 05 SEP 2003 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <05 SEP 2003 by ShawDG>; APPROVED <17 NOV 2003 by GolinoFR> 

Review Markings: 

Margaret P. Grafeld 
Declassified/Released 
US Department of State 
EO Systematic Review 
06 JUL 2006 



Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
Secure: OPEN 
Status: NATIVE 

Subject: REQUEST FOR SECURITY ADVISORY SERVICES: COLOMBIAN VISAS, PASSPORTS AND OTHER TRAVEL DOCUMENTS 
TAGS: ASEC, CGEN, SNAR, CO, US 
To: STATE 
Type: TE 

Markings: Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 06 JUL 2006 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 06 JUL 2006 




